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IDanger: Music Download!
by Mike Morris, Editor-in-Charge,
Front Range PC Users Group, Colorado
http://www.frpcug.org
twriterext (at) gmail.com

This article has been obtained from APCUG with the author’s per-
mission for publication by APCUG member groups; all other uses
require the permission of the author (see e-mail address above).

DANGER D

MUSIC DOWNLOAD | "On September 8, 2003, the recording industry sued

261 American music fans for sharing songs...."

That partial quote is from an Electronic Frontier Foundation article (http://
www.eff.org/wp/riaa-v-people-years-later) that provides an in-depth descrip-
tion of RIAA (Recording Industry of America) activities, with many references.
Lawsuits filed by the RIAA over the past five years have resulted in severe
financial hardship to individuals that were targets of RIAA legal action—and
some of those defendants claimed that they were not aware that they had
violated the law.

Legal consequences for anyone caught in a violation of copyright infringe-
ment laws have now increased.

On October 13th, 2008, a new law, the Prioritizing Resources and Organiza-
tion for Intellectual Property Act was signed that provides new federal en-
forcement powers and higher penalties for copyright infringement.

(Continued on page 2)

This Month at the NOPCC

Wed Dec 3 NOPCC the New Orleans Computer Club will have its regular monthly
meeting beginning at 6.30 pm in the Ochsner Hospital Hotel Conference
Center, Caldwell Room

A presentation by Randall Feldman, President and General Manager WYESTYV,
about the changes to digital effective Feb 17 , 2009. The old technology the United
States has used for television will go away. All the broadcast channels you have
watched will be handed back to the F.C.C. New channels have been assigned and
all are digital. If you are not prepared, you will receive no television at all. What will
change? What will remain the same? How many more times will you have to buy a
new television set to stay current? Mr. Feldman will talk about the technology in-
volved and the new services that will be available.

Members are exhorted to invite other members as well as guests.

Parking is free in the Ochsner Hospital Garage.
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For details, see this CNET news story:
http://news.cnet.com/8301-13578 3-10064527-
38.html.

Briefly, (from the CNET story®—used with permis-
sion from CBS Interactive, Inc., copyright 2008, all
rights reserved) "...the law consolidates federal ef-
forts to combat copyright infringement under a new
White House cabinet position, the intellectual prop-
erty enforcement coordinator, who will be appointed
by the president. ... The law also steepens penalties
for intellectual-property infringement, and increases
resources for the Department of Justice to coordi-
nate for federal and state efforts against counterfeit-
ing and piracy. The so-called Pro-IP Act passed
unanimously in the Senate last month and received
strong bipartisan support in the House."

We often forget that under our legal system, igno-
rance of the law is no defense. For those readers
with family members, friends and acquaintances
that are casual computer users, now may be the
time for a reminder that, however tempting, free
music downloads may result in serious legal prob-
lems. And, for any member of those same groups
that use the internet as their primary source of mu-
sic, that reminder may be an absolute necessity.

To paraphrase a different warning, "free music
downloads may be injurious to your financial
health.” You, your family, friends and acquaintances
all need to be informed consumers before
downloading "free" music or sharing music files.

Let Me Count the Ways | Like Linux
by Kerry Miller,
a member of the Front Range PCUG, Colorado
http://www.frpcug.org
nOwiq (at) comcast.net.

This article has been obtained from APCUG with the author’s
permission for publication by APCUG member groups; all other
uses require the permission of the author (see e-mail address
above).

| used to use Microsoft Windows up to Windows 98.
| then switched to Windows NT in a dual boot sys-
tem with Linux. However, when | went to boot NT
one more time and NT gave me a message to the
effect “I'm sick, fix me,” | said goodbye to Windows
and Linux has been my main operating system
since. | found Linux applications to match all my
user data. | was able to move all that data from the
NT file system (NTFS) to the earlier Windows file
system (FAT). From there | copied all the data into

the ext2 file system, which was used by Linux at the

Now let me count the ways | like Linux:

1. Linux resembled the HP-UX operating sys-

tem (http://en.wikipedia.org/wiki/HP-UX) |
was using at work. This made going be-
tween work and home easier.

The roots of the Linux operating system go
back to the late 1980's. By the time | de-
cided to switch to Linux, it was a viable (if
little known) multi-user, multi-tasking operat-
ing system for Personal Computers. That
meant | could establish more than one user
for my PC and run multiple programs simul-
taneously—I was not restricted to either the
Windows or MAC operating systems for
those PC capabilities. And, of course, Linux
was (and still is) free.

Linux comes with a distribution of the X win-
dows protocol produced by an international
consortium. To understand this capability,
think of it as “...providing the basic frame-
work for building Graphical User Interfaces
(GUIs), and moving windows on the screen
and interacting with a mouse and/or key-
board.” (extracted from http://
en.wikipedia.org/wiki/X_windows). Because
this capability was (and is) not built into the
operating system, it provides greatly en-
hanced flexibility for anyone creating Linux
applications.

For those familiar with the Windows and
MAC operating systems, it is surprising to
realize that the software that creates what
you see as the “desktop” can actually be a
separate application program. | use the
GNOME desktop together with X windows.
This desktop (one of several that can be
used with Linux) allows me to use a number
of different screens and switch between
them as | wish. This allows me to open an
application on one screen and switch to a
different screen to open another application.
From http://en.wikipedia.org/wikiilGNOME:
“The GNOME project puts heavy emphasis
on simplicity, usability, and making things
just work...."

There are a wide range of user applications
available, as well as tools to write your own
applications.

6. Linux has (and has had for some time) a

(Continued on page 3)
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reputation for stability. The operating system
doesn't crash unless the user does some-
thing to make it crash. Around 1997 (about
the time | decided to change to the Linux
operating system) | read an article (in a
Linux magazine) professing to use two com-
puters as near identical as production proc-
esses allow. They loaded one computer with
Microsoft Windows and the loaded the sec-
ond computer with Linux. They ran similar
bench mark programs on both computers.
The machine loaded with Microsoft operat-
ing system crashed in a short time. The ma-
chine loaded with Linux continued to run for
as long as the comparison experiment was
set to run.

7. Many distributions of Linux are as easy, or
easier to install than Microsoft Windows.

8. A person can customize and/or build a Linux
operating system to meet individual needs.

9. Many distributions of Linux include such pri-
mary applications such as the Firefox web
browser, OpenOffice, an office suite similar
to Microsoft Office (word processor, spread-
sheet, presentations, etc.), and a number of
other “name brand” applications.

10. Linux can be cost free. There are hundreds
(or more) of applications written for Linux
and there is a growing library of applica-
tions.

Microsoft Windows was the new kid on the block at
the time | switched to Linux from my point of view
and it did NOT do many ordinary things well.

Mac versus PC
By Sandy Berger
www.compukiss.com
sandy (at) compukiss.com

This article has been obtained from APCUG with the author’s per-
mission for publication by APCUG member groups; all other uses
require the permission of the author (see e-mail address above).

We have all seen the popular Apple television com-
mercials encouraging computer users to switch
from Windows to Mac. Not only are the commer-
cials convincing, but Apple has made some moves
that make the Mac a viable option for computer us-
ers. In years past, the biggest drawback to purchas-
ing a Mac was that Windows software was incom-
patible with a Mac. You couldn't use Windows soft-
ware that was not available in a Mac version so

switching from a PC to a Mac meant repurchasing
all your software applications.

Then Apple made the move from Motorola proces-
sors to Intel processors. This made the Apple hard-
ware compatible with Windows software. Any Mac
that you purchase today is able to run both the Win-
dows and the Mac operating system. You can do
this by using a free Apple program called Boot
Camp that is available to all Mac users. Using Boot
Camp, you have to reboot the computer every time
you want to switch between the two operating sys-
tems. Another option makes using Windows on a
Mac even easier. If you purchase a simple virtual-
ization product like Parallels, you can switch on the

fly.

Being able to run Windows on a Mac has been a
boon to Apple. In 2004 their market share in the op-
erating system segment was a little over 3%. Today
it is close to 8% and growing.

There are fewer worries when using a Mac. For the
most part, Macs are almost completely virus and
spyware free. It's not that Macs are actually more
secure, it's just that with the viruses and programs
that infiltrate computers to steal information and to
send out spam are operating system-specific. In
other words, the hackers have to create their pro-
grams to run on either Windows or Mac. Since the
Windows operating system is currently running on
over 90% of computers, that operating system is
the most likely target for the bad guys. So right now,
Macs are ignored by most hackers.

It can also be said that Macs run their software bet-
ter than PCs. The reason that this is true is that be-
cause Apple produces all of the hardware they can
have strict control over every hardware component.
So the software producers know exactly what hard-
ware their software will run on. In the PC world,
slight differences in the hardware can cause soft-
ware headaches. As you know, with HP, Dell, Acer,
Sony, Gateway, and many others producing the
hardware, there is compatibility, but not necessarily
full hardware/software compliance.

So why doesn't everyone switch to the Mac? Well, it
can be summed up quite easily in one word,
"Price". Macs always have been, and are still are,
more expensive than PCs. Often Macs can cost
several hundreds of dollars more than comparable
Window's machines. This week Apple announced

(Continued on page 4)
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their first sub-$1,000 laptop computer. The
MacBook will now be selling at $999. Their higher-
end MacBook Pro will start at $1,999. In contrast,
you can buy many Windows laptops for under
$1,000, and some are now even under $500.

Another thing that makes the Mac more costly is
that when you purchase an Apple computer it
comes with the Mac OS X operating system. If you
want to run Windows on your Mac as well, you will
have to purchase a full version of Windows. As |
write this, Amazon is selling the full version of Win-
dows XP Home Edition for $179. A full version of
Windows Vista Home Premium is currently selling
at Amazon for $222. If you want to add the ability to
easily switch between the two operating systems,
you will have to dish out about $80 more for Paral-
lels or another good virtualization program. In some
cases those added costs can almost double the
cost of a cheap PC.

The other reason that some people won't switch to
a Mac is that they don't want to have to learn to use
a new operating system. But if you are currently us-
ing Windows XP and you purchase a new computer
now, you will have at least a slight learning curve to
make the transition to Windows Vista.

If Apple would lower their prices and create a free
program that would let you run Windows without
rebooting, | wouldn't mind purchasing the additional
Windows software necessary to be able to run both
operating systems on a Mac. In fact, | think that
those two changes would have people flocking in
droves to the Mac. But then, if the Apple operating
system gains a bigger market share, hackers will
start targeting it as well as Windows. Oh well, |
guess life in the computer world really does mirror
life in the real world. It seems that nothing will ever
be perfect in either world.

Parallels Desktop for Mac is the first solution for In-
tel-Macs that give you the flexibility of running Win-
dows on a Mac OS X simultaneously without re-
booting.

Password Protection
By Sandy Berger, Compukiss.com
www.compukiss.com
sandy (at) compukiss.com

This article has been obtained from APCUG with the author’s
permission for publication by APCUG member groups; all other

uses require the permission of the author (see e-mail address
above).

When technology is good, it is very, very good, but
when it is bad it can be truly atrocious. So it is with
the hacking of Sarah Palin’'s Yahoo email account.
The bad guys are out there using technology for
their own advantage. Whether they are serious
hackers who want information for devious purposes
or young students who just want to show their tech-
nological prowess, this theft shows that everyone is
vulnerable.

The recent hijacking of Sarah Palin’s email account
is also a great example of how a hacker can gain
access to an email account and how email ac-
counts need to be better protected against such
penetration.

We currently rely on passwords to protect most of
our online activity. Professional hackers often use
“password crackers” to guess passwords. Anyone
can easily find these hacker tools on the Internet.
They can even be purchases on CD. There are
wordlists for common passwords and dictionary
combinations of possible passwords in a variety of
different languages. These tools are all aimed at
giving a person all the technical tools that they need
to guess passwords.

In Sarah Palin’s case, however, the perpetrator did-
n't even have to use tools like this. A hacker identi-
fying himself as "Rubico" claims to have been able
to change the password on Sarah Palin’s Yahoo
Mail account quite easily. All he had to do was use
her email name to log into the Yahoo Mail's inter-
face and select the option to reset the password.
Yahoo then asked him to provide her birth date and
zZip code, which have become public knowledge. He
then had to answer her self-chosen security ques-
tion which was where she met her husband. After
several television interviews of Sarah and her hus-
band, the answer to that question also became pub-
lic knowledge.

Sarah Palin was thrown into the public arena quite
quickly, but even those of us who are not public fig-
ures may find that their passwords and answers to
security questions can be easily guessed. Do you
use the name of your spouse, children, pet, favorite
sport, birthday, or wedding date as your password?
Have you entered security questions like place of
birth or favorite color that are easy to guess?

(Continued on page 5)
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Privacy as we knew it before the Internet is now a
thing of the past. With the Internet, more of our lives
are online than most of us realize. Many people use
blogging as a past time and post information on
MySpace, Facebook, and other social networking
websites. Once posted, all of that information is
publicly known. And the Internet is archived, so
even when you remove current information, previ-
ously posted information can still be found in Inter-
net archives. That information can be used to
guess passwords and access personal information.

So here are a few ground rules that may help keep
your private information a little safer online:

1. Use passwords that are not easy to guess
and cannot be easily cracked. (Look for more on
how to choose good passwords in next week'’s col-
umn.)

2. Choose a security question that others will
not be able to guess the answer to. Or answer the
security question with an answer that you create
which is not necessarily the true answer.

3. Use unique passwords, especially for impor-
tant services and websites like banking sites and
email.

4. Keep your passwords private. Don't leave
them on a sticky note on your computer screen or
keep them in an unencrypted file on your computer.

5. Change your passwords often.

6. Do not change your password by clicking on
a link in an email from someone claiming to be a
system administrator, bank representative, or other
seemingly reputable party. They may not be who
they say they are. When you want to change your
password, always type in the address yourself so
you know you are at the real website rather than a
bogus one.

7. Use one credit card for all online purchases.
This will limit your financial exposure.

8. Keep your operating system up-to-date.

9. Use a good anti-virus and anti-spyware pro-
grams.

10. Consider
manager program.

using an encrypted password

Check the Compu-KISS
www.compukiss.com for more
choosing good passwords.

website at
information on

THIS AND THAT
By Elizabeth B. Wright,
Member, Computer Club of Oklahoma City

www.ccokc.org
wright599new (at) sbcglobal.net

This article has been obtained from APCUG with the author’s
permission for publication by APCUG member groups; all other
uses require the permission of the author (see e-mail address
above).

LOST AND GONE FOREVER....... OR NOT.

Well, it finally happened. A picture which had taken
far too much of my time was finally ready for print-
ing. | sent it online to my favorite photo store. Ex-
pecting to see a picture good enough to share with
family, it was a great disappointment when | picked
up the print to see that parts of it were not up to that
standard. A renewed frenzy of “fiddling” with it re-
sulted in losing track of the names used for the
changes. When | thought | had everything in order, |
chose to eliminate the extra files. And did | do a
good job. Not only did | choose the unwanted files,
but also included the one version which was half
way good. No recycle bin, no delete, but the ulti-
mate “destroy.” In other words, probably only the
CIA would be able to recover the file from my hard
disk.

Starting from scratch with the original image, | tried
to retrace my steps to reach the same quality as the
lost file. | had the hard copy print, so | knew what |
wanted it to look like. But for some reason nothing
worked and my renewed efforts to enhance the pic-
ture did not give me the results | had previously at-
tained. But there was real improvement in one area
that was so lacking in the lost image.

The newest image was then uploaded to the photo
store and while doing so | noticed that the original
picture was still online. And as in all things ethernet,
the image could be reloaded to my computer via a
download. It was a little difficult, but the end result
was | got my picture back. Then the problem areas
of the picture were corrected and the end result was
a very acceptable print. So while a lot of time was
spent on a rather insignificant picture, the knowl-
edge obtained as a result made it well worth the
effort.

After a recent study group meeting my friend Doro-
thy asked me if | learned anything. My answer was
the same as always. | never attend any kind of

(Continued on page 6)
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meeting that | DON'T learn something. Now maybe
it isn't something that will change my life forever,
but more often than not it is something that enriches
my life, if even in a small way. In addition to that,
whenever someone asks me for help, usually we
both learn something. The most recent request for
help reminded me, once again, when helping some-
one over the phone with a computer problem, it is
important to have them start at the very top of their
computer screen and describe exactly what they
see all the way down. With that information it is of-
ten possible to pinpoint a possible area of trouble
and generate ideas for solutions. Many times the
description of the problem, while usually under-
standable, does not contain that one little piece of
information that will lead to the answer. So by fol-
lowing the procedure of top to bottom on the
screen, we solved the problem and | took away at
least as much from the experience as did the recipi-
ent of my help.

As humans age time seems to fly ever more swiftly
by. But | don't think that is what has been happen-
ing in real time when it comes to technology. It
looks to me like many things are moving so rapidly
that we almost miss them.

Not all that long ago it was hard to imagine a small
8 Gig USB drive that could fit on your keychain. So
portable, so useful. Of course they came on the
market and were being sold at prices often over the
$100 mark. Now they are practically throwaways,
good for birthday presents, stocking stuffers for
Christmas, Hanukkah and other celebrations as
well as any other gift giving occasion. Should this
be troubling? Perhaps it signals the end of one
technology era and the beginning of another. My
crystal ball is a bit cloudy on this one, so | will leave
it to the more savvy writers to tell you the answer.
All 1 know is that for now those handy little USB
drives are so useful that it's hard to imagine how we
did without them. At the present time we are seeing
16 Gig USB drives with prices over $100. How long
before they will be things of the past?

Who uses USB drives? There probably isn’t anyone
out there who travels with a computer who doesn’t
keep some information on them. They are some-
what safer than storing everything on the hard drive
of a laptop. Thieves target laptops in airports, hotel
rooms and any other place people might be care-
less enough to leave one unattended. If all the infor-
mation a person needs to do his/her job is on the

machine, and if it gets stolen or damaged then the
consequences could be disastrous. Even a one or
two Gig USB drive will hold a lot of information and
can be so much more easily protected. In an emer-
gency situation, a new laptop with enough software
already installed on it to do business can be pur-
chased, sometimes even in large airports, and
keeping essential files on the USB drive will get a
person back up and working almost without missing
a stride.

Of course there are other uses for them. My favorite
use for the little devices is to transport image files
whenever it is necessary. Those occasions usually
are to share pictures with family or to use digital
images in study groups or classes and also occa-
sionally to get prints from a kiosk in the stores
which offer that service. Mostly | do that when | just
have a few prints that | need. For large orders I still
upload my image files online.

Maybe Santa Claus will put a 16G drive in my
stocking this year.

SMART COMPUTING MAGAZINE

www.smartcomputing.com

Editor: | try not to use the “Motherboard’, New Orleans Per-
sonal Computer Group newsletter to sell things, but if you are
looking for a great Christmas, Hannukah or other special event
present, then consider giving (or getting) a subscription to this
excellent magazine. There have been other computer maga-
zines around , but they more advertising than articles of interest
to computer users. Not Smart Computing....

Plus they have an excellent Tech Support program that re-
sponds amazingly fast. | went on line to their Tech Support
section and got an immediate response (it happened to be a
slow day...lucky for me), and the tech asked permission to log
onto my computer and take it over. | allowed him to do so, and
within 5 minutes he had diagnosed my problem, and left me
with some internal links to help me if my problem reoccurred.
What service!!!

When you get a subscription, let them know that you are a
NOPCC member as the club gets a rebate from Smart Com-
puting. For every 5 subscriptions from club members, the
NOPCC gets donated 1 free subscription to use as a door
prize.

Here are some tips from Smart Computing:

Plasma TV Benefit— In a dark room, black parts
of a plasma'’s picture look truly black (high contrast
ratio). Motion looks smooth, and the picture looks
similar from any practical viewing angle.

(Continued on page 7)
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CLUD SUDDODTEDS

THE SECRET GUIDE

TO COMPUTERS
The Secret Guide is available at every New

Orleans Personal Computer Club General
Meeting. The latest printing is available for
only $15.00. Or contact Ray Paternostro either
at: secretary@nopc.org or (504) 737-9099.

The Coins & Collectibles Shop
Coins - Coin Supplies
Antiques & Collectibles
Buy - Sell - Trade
Coin Collections Appraised

Rick Demers

3712 Williams Blvd,Suite 1 Open:
Kenner, LA 70065 Tuesday - Saturday 11am till 6pm|
504-464-1995 Sunday 12 noon till Som |

<~ Southern Star -~

A Division of Integrated Data Systems

John Souvestre

johns@sstar.com * www.sstar.com
(504) 832-0002 x110 = (504) 832-1877 (fax)
106 Metairie Lawn Dr. #300 * Metairie LA 70001

Support * (504) 888-3348 ¢ support@sstar.com

Computer Solutions

a Joseph W. Chevalier

technojoe@csanola.com

7021 Airline Highway Ste A
Metairie, La. 70003
(504) 228 - 58080

Servers . Workstations . Networking . Maintenance
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WEBSITE AND INTERNET
BUSINESS DEVELOPMENT
Olean, NY
Phone: 716.379.8015
Email: shenne@gmail.com
www.mardigrasdesign.com
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McCann Electronics

M. Gerry McCann, President

100 Division St. Metairie, LA 70001
L 504-837-7272 800-473-7270
£35° ) Cell 504-905-6064 Fax 834-1014
: gmccann@mccanni.com

www.mccanni.com

The Computer Emergency Room
“We Fix Sick Gompu/ers N

Buy, Sell
& Trade

New / Used PC
Equipment

Frank Bozeman
3807 Airline Hwy. Metairie, LA 70001 Ph. 834-4386 FAX 834-4387
E-mail: comper(@bellsouth.net

apcug

(Continued from page 6)

HDTV Mounting Tip— You can hang an LCD
(liquid-crystal display) TV on a wall or ceiling mount
with ease, as they're typically lighter than plasma
HDTVs. An LCD works well on a TV stand, too.

Okay, these aren’t Computer tips, but theya re good

to know at this time of the year if you are consider-
ing having one big present for the family to enjoy
before the all your money goes to h**|!

Keep Smiling....
It confuses your enemies.
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dm@nopc.org
hauptv@aol.com

internet-m@nopc.org
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Recorded messages. Meeting Information. Open 24 Hours

On the World Wide Web. Our own home page and club information.

982-3705
738-5997
737-9099
985-643-3172
455-0977
831-1279

985-892-4797
455-0977
455-0977

504-913-5638
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737-9099
985-643-3172

887-5746
WWW.NOPC.0rg




